ASAD SALMAN
Seattle, WA, US | me@asad.co | +1 857-472-4356
linkedin.com/in/asadsalman | github.com/asadsalman

Education

Northeastern University, Boston, MA Sep 2018 - May 2020
Master’s in Cybersecurity
Selected coursework: Distributed Systems, Software Vulnerabilities, Network Security

National University of Science and Technology, Islamabad, Pakistan Sep 2014 - Jun 2018
Bachelor’s in Software Engineering

Skills

Programming Languages: Java, Scala, Kotlin, Python, Go, JavaScript, PHP, C++4, C

Infra: Kubernetes, Docker, EKS, cert-manager, Kyverno, Workload Identity, PKI & Certificate Management,
Service Mesh, Ingress, Gateway

Work Experience

xAI Member of Technical Staff Mar 2022 - Present
I work on product and security infrastructure for X Money:
Security Infrastructure:

e I planned and executed the root certificate key ceremony, backed by network HSMs. I led this
end-to-end, from vendor engagement to actually minting the root certificate in the datacenter.

o I wrote and maintain the mutual TLS (mTLS) implementation that secures every transaction that flows
through X Money.

e I deployed and maintain HashiCorp Vault in a high-availability configuration for X Money, serving as
the backbone for our PKI, secrets management, and data encryption services.

e I work on various data encryption needs of the Money product.
Product:
e [ built out chat and voice agentic customer support for X Money

e I designed and implemented the payment link feature: this lets customers create a link that can be
redeemed by anyone. I took the feature from mock-ups to backend implementation

e I work on transaction disputes

I previously performed similar security infrastructure related responsibilities for the larger X infrastructure,
but now focus mostly on X Money.

eBay Software Engineer II1 Jun 2020 - Mar 2022
Part of the internal tools team, I wrote tools that made Android testing faster and more effective. One project
I spearheaded reduced pull request testing duration by ~40%. This project involved writing tools from scratch,
contributing to public open-source projects and integrating into large codebases.

Northeastern University Research Assistant Sep 2018 - May 2020
Worked on quantifying network properties of the Ethereum peer-to-peer network, and their effect on the
security of the blockchain. Worked with Prof. Cristina Nita-Rotaru.

Published paper in FC’21: asad.co/pub/ethereum-financial-crypto.pdf

NUST - School of EE & CS Research Assistant Jun 2017 - Aug 2018
Devised and implemented schemes to protect the Bitcoin protocol from certain DoS Attacks. Project involved
using Bloom Filters to replace memory-heavy lookup operations performed on incoming transactions on
Bitcoin nodes.

Google Summer of Code - GNU Project Summer 2017
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